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Learning Objectives
After participating in this session the learner should be better able to:

• Formulate an approach to generating synthetic data for exploratory analysis of biomedical data 
in a privacy-preserving manner.
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Information is the basis of healthcare
Vast amounts of medical information available

• Genomic
• Transcriptomic
• Clinical

• Behavioral
• Social

In different modalities and forms
• EHR data

• Text
• Images

• Audio

Proper analysis can lead to breakthroughs in healthcare



The promise of big data

Due to decreased storage costs, and decreased computation costs
• Process data to realize value

Big Data has the potential to revolutionize 
• Innovation, Competition, and Productivity

In the context of Healthcare 
• Could create more than $300 billion in value every year.

• reducing healthcare expenditure by about 8 percent 

• Improve healthcare efficacy
• Enable comparative effectiveness research, reducing undertreatment and overtreatment

• Better clinical trial design

• Personalized medicine
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The peril of big data

Volume, Velocity, Variety, and Veracity 

Threat to Privacy and Security
• Individual privacy

• Competitive advantage
• Violating regulatory or confidentiality laws

The fear of big data
• No privacy within 5 years!

Result: Data is strictly controlled (as it should be) and often is stuck in silos (as it 
should not be)
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Research Problem Addressed

Exploratory analysis?

• A medical researcher Alice is interested in exploring the relationship between 
Vitamin D levels and cancer diagnosis at a national level
• Specific regions where the strength of such relationship is higher/lower than national average
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Research Objective

How can we generate sample datasets that preserve the structure and semantics 
of the original data, but not exact values, thus preserving its privacy, while 
providing a first-order approximation of utility
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Random Decision Trees
Cancer 
Site

Stage Grade Age Diabetic Survival 
in 
Months

Colon 1 2 62 Yes 90

Pancreas 3 3 46 Yes 5

Colon 4 3 53 No 39

Pancreas 2 3 47 No 9

Colon 3 3 72 No 46

Stage

Diabetic?

Cancer	Site Age

Survival in 
Months
Pr{£ 24} Pr{>24}

Survival in 
Months
Pr{£ 24} Pr{>24}

Survival in 
Months
Pr{£ 24} Pr{>24}

Survival in 
Months
Pr{£ 24} Pr{>24}

{1,2}
Pr{stageÎ {1,2}}	=2/5	

Yes
Pr{Yes|…}	=	1/2		

No
Pr{No|…}	=	1/2		

Colon
Pr{Colon|…}	=	1		

Pancreas
Pr{Pancreas|…}	=	0		

£50
Pr{£50|…}	=	1

>50
Pr{>50|…}	=	0		

{3,4}
Pr{stageÎ {3,4}}	=3/5	

1 10 0 0 0 0 0



Why Random Decision Trees?

RDTs have been shown to be an efficient implementation of the Bayes Optimal 
Classifier

• Empirically also shown to have good utility on various datasets

RDTs are also extremely well suited from the privacy perspective
• Randomness in structure is effective in protecting the base data

• Can be easily adapted to the differential privacy model

RDT outperforms other models in terms of computational speed
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Proposed Approach

Generate multiple parameterized RDTs using the original dataset. 
• Original dataset (𝐷) can contain both nominal and numeric attributes
• Numeric attributes are discretized appropriately
• K RDTs are built in the standard way (choosing structure randomly)
• Compute conditional probability of visiting any node n, assuming that we are currently 

visiting the node’s parent 

𝑝𝑟 𝑛 = 	
#𝑖𝑛𝑠𝑡𝑎𝑛𝑐𝑒𝑠	𝑖𝑛	𝐷	𝑟𝑒𝑎𝑐ℎ𝑖𝑛𝑔	𝑛𝑜𝑑𝑒	𝑛

#𝑖𝑛𝑠𝑡𝑎𝑛𝑐𝑒𝑠	𝑖𝑛	𝐷	𝑟𝑒𝑎𝑐ℎ𝑖𝑛𝑔	𝑛𝑜𝑑𝑒	𝑝𝑎𝑟𝑒𝑛𝑡(𝑛)

Perform random walk over the RDTs to recreate instances 
• randomly choose a RDT and perform a random walk from its root to fill in the instance 

value until the instance is completely generated.
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Experimental Evaluation
Three real datasets used from the UCI Machine Learning Repository

• the Breast Cancer Wisconsin (Original) Data Set

• the Parkinsons Telemonitoring Data Set
• the Diabetes 130-US hospitals for years 1999-2008 Data Set

Note: 10-fold cross validation carried out (i.e., synthetic data built from 
data in 9 folds and accuracy computed for data in 10th fold. Accuracy 
reported is  the average accuracy over all 10 iterations.)
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Results for Classification

In general, the model generated from synthetic data achieves almost the 
same accuracy as the model generated from the original data in terms of 
the AUC.

Increasing the degree of oversampling tends to
improve the results. 

Though the accuracy for Diabetes is low with synthetic data, it is also 
quite low for the original data. 
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Results for Regression

Performance of linear regression is slightly worse with the synthetic data 
but is still very comparable

Significant overlap in the variables identified as significant in the 
regression model built from the training data and that built from the 
synthetic data, though the p-values varied.
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Key Takeaway

From the perspective of exploratory analysis, the models generated from 
synthetic data do give a similar view of the data as compared to the
models generated from the original data. 

The synthetic data generation process is extremely efficient – generating 100,000 
instances takes only a few minutes, though the process for building the RDTs is 
memory intensive.

15



Conclusions and Future Work

We have developed an approach for generating synthetic data using RDTs that 
can be used for exploratory analysis

Demonstrated that it can provide a first order approximation of utility on some 
datasets

Future work
• Provide more accurate estimates of utility for specific data analysis tasks

• Extending the approach to longitudinal data
• Working on using it with real data in real clinical applications

• Integrating the approach into REDCap
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Question 1
Consider a researcher Alice who is interested in exploring the relationship between Vitamin D 
levels and cancer diagnosis. Alice is aware of four different datasets which have been 
collected at institutions in different geographic regions in the country. In order to establish the 
relevance of each dataset to her study, which of the following options should Alice follow?

Answer Option
A. Alice should wait till she has access to the entire real data from each of the four different sources to 

evaluate whether each dataset will be useful or not. 
B. Alice should use synthetic data generation techniques to generate a privacy-preserving variant of 

the required dataset by herself, which she can then use
C. If synthetic data has been appropriately generated by the respective sites, then Alice should use 

the synthetic data to estimate the utility of the real data and then go through the process to obtain 
the real data if required. 

D. If synthetic data has been appropriately generated by the respective sites, then Alice should use 
the synthetic data as a proxy for the real data to carry out her study. 
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Answer
A. Alice should wait till she has access to the entire real data from each of the four different 

sources to evaluate whether each dataset will be useful or not. 
• Incurs significant time and cost overhead with no guarantee of relevance

B. Alice should use synthetic data generation techniques to generate a privacy-preserving variant 
of the required dataset by herself, which she can then use
• She can’t do this by herself without access to the data

C. If synthetic data has been appropriately generated by the respective sites, then Alice should 
use the synthetic data to estimate the utility of the real data and then go through the process to 
obtain the real data if required.
• If appropriate synthetic data has been created by the respective sites, it can indeed be used by Alice to 

get an estimate of the utility with respect to her study.

D. If synthetic data has been appropriately generated by the respective sites, then Alice should 
use the synthetic data as a proxy for the real data to carry out her study. 
• Since the synthetic data is only an approximation of the real data, therefore it should not be directly used 

as a proxy for the real data to carry out her study.
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Question 2
Consider an institution that collects/owns two different datasets A and B. A is longitudinal 
data (i.e., patient records with the time of patient visit, which enables finding relationships 
across time). For example, consider data similar to that collected by Medicare which includes 
multiple records for each patient, along with the time of service/visit. On the other hand, B is 
not longitudinal and contains only a single record for each patient (for example, SEER data), 
so relationships across visits cannot be found. The institution is considering making both 
datasets accessible to other researchers in some form that protects privacy. The CIO learns 
of the Random Decision Tree based synthetic data generation approach and is interested in 
potentially using it to enable other researchers to perform exploratory data analytics. After 
going through the approach, which of the following is the most likely action the CIO takes?
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Answer
A. Since no Associations are preserved, the generated synthetic data is useless. Therefore, the institution 

does not use the random decision tree based synthetic data generation approach for either dataset.  
• Associations across records are maintained to some extent

B. Since associations are preserved to some extent for each attribute across time, the institution can use 
the random decision tree based synthetic data generation approach for the longitudinal data. 
• RDT approach does not maintain associations across records for the same patient over different time instants, so it 

cannot be used for longitudinal data

C. Since associations are preserved to some extent across attributes, though not across time, the 
institution can use the random decision tree based synthetic data generation approach for the non-
longitudinal data.
• Associations are preserved to some extent across attributes, therefore it can be used for the non-longitudinal data 

for exploratory analytics. 

D. Since all associations are preserved perfectly, both across attributes and time, the institution uses the 
random decision tree based synthetic data generation approach for both datasets. 
• RDT approach does not maintain associations across records for the same patient over different time instants, so it 

cannot be used for longitudinal data
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Questions?
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@AMIAInformatics

@AMIAinformatics

Official Group of AMIA

@AMIAInformatics

#WhyInformatics
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AMIA is the professional home for more 
than 5,400 informatics professionals, 
representing frontline clinicians, 
researchers, public health experts and 
educators who bring meaning to data, 
manage information and generate new 
knowledge across the research and 
healthcare enterprise.



Thank you!
Email me at: 

jsvaidya@business.rutgers.edu


